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Reputation Protection — Download Advisor

({) virus and Spyware policy x|

\'\) Virus and Spyware Download Protection
S Download Advisor | Actions | Notificati

Overview

Configure the types of fles that Download Advisor
5 Windows Settings Use the Actions tab to change how Download Ak

M ¥ Enable Download Advisor to detect potertialrisks in downloaded files based on file reputation

Administrator-defined Scans
© what s file reputation?

Protection Technology:

Auto-Protect T Specify the malicious file sensitvity:

Download Protection Select Level

SONAR Scans =2 (etcinien)

-8

7 .
Internet Email Auto-Protect Level 5 (Typical):

=6 (High)
MerceiK Qiisck i raied 6 (rypicon | T2ke cion on any flesthat show same evidence of being
Lotus Notes Auto-Protect L untrustworthy. The false postiv rate is mecum.
Advance Options: .
-2
-1 Qinimum)

[0 Maiicious fies [ Unproven fies  [1® Good fles

Also detect files as malicious based on their use in the Symantec Communy.

IV Fies with fewer than: users
[ Files known by users for less than:| |2 days

W W Automatically trust any file downloaded from an intranet webstte.

| cancel Help

Symantec Endpoint Protection

Symantec Endpoint Protection determined that
this file is not safe to download.

File rame: Moo sxe
This e has @ reputation of most Sy hamild
Symantec has known sbout thes flle for appecoamately 1 your
Thez fle m utad by fewer than S0 Symartec users

The action specified for this risk is Quarantine,

What would you like to do?

(=) Quarantine this file (Recommended)

) Allow this file

More Detalts

(e ) L= )

Symantec Endpoint Protection, Symantec Protection Center
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Reputation Protection — SONAR

SONAR | Suspicious Behavior Detection | System Change Detection

Enable SONAR
Actions for threat detection

Specify actions if SOMAR finds a threat:
High Confidence detection:

Low Confidence detection:

When detection found:

What is SONAR?

| Quarantine vr}
Log vl
[JEnable agaresive Mode

Display a message on the client
[C]Prompt before terminating a process
D Prompt before stopping a service

I OK ][ Cancel ][ Help

]

SONAR Scan Settings 3

| SONAR | ‘Suspicious Behavior Detection \ System Change Detection [

Actions for system changes

Specify actions when SONAR detects the following system changes:

DNS change detected: ligrore B2 ‘
Host file change detected: ‘Ignore ;‘
[ OK ] [ Cancel ] [ Help

l

Symantec Endpoint Protection, Symantec Protection Center

Mpobnema: apdpekTUBHOCTL TruScan
3aBUCUT OT OOHOB/IEHUWN NPOAYKTA,
KOTOpble NPOMCX0AAT MO YMOJIHAHULO pa3

B 4acC

PeweHune: obHOBUTL TruScan, yTobbl OHa
paboTan B peXxmme peasibHOro BpeMeHMU
M UCNO/1Ib30Ba/ penyTauuto ana
n36aBieHNA OT JIOXKHbIX CpabaTbiBaHUM

DyHKUNN:

3awmTa paboumnx CTaHUMN U cepBepoB
PaboTaeTt Ha 32/64 BUTHbIX cMcTemax
AHanu3 ¢$pannoB 1 CeTeBoro NoBeAeHms
3awunTa ot uameHeHua hosts-dpammna n DNS
3awmnTa cobCcTBEHHbBIX MOAYNEN

PenyTauma gns 3alnTbl OT NOXKHbIX
cpabaTbiBaHUM
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HoBasa TexHonorna ScanlLess

e [pobnema: CKaHMPOBAHMA 3arpyxatoTt

Antivirus and Antispyware Protection Settings SI
Micmson.glouksaans l Lotus Notes Scans Submissions CMCTe Myl Pecypcbl TpaTHTCﬂ Ha
General uto-Protect DownloedAd\m Internet Email Scans v
: o | CKaHMPOBAHME OAHUX N TeX XKe pannos
8o
e PelwweHue: TexHONOMMA, NPONyCKatoLLLan
«J0BepeHHble» ¢palnbl, a TaKXKe
2 CKaHWUpPOBaHMe BO BpeMeHa NpoCToes
|
T:v bl i | i i Automatic » 3 q)
[! Enable ScanLess for: Symantec and Community trusted s [ ] .
[¥] Scan files on network drives yHKLIIMM.
Click to view Centralized Exceptions: [ Centralized Exceptions ] .
— PenyTauua ana ncknoyenmsa ¢pannos,
KOTOpbIM goBepAaeT Symantec u
coobulectBo
Co ) ][ ] — AAMWHUCTPATOP MO3KeT BblbupaTb Mbo

No/Ab30BaTbCA MHGOPMaLMen, NMbo Bce
Memory Zoom: 10min 30min S0min 1d Aw im 1 - 6 nOKM pOBaTb

— CKaHMpoBaHWe BO Bpems NpocCToeB

— MNpPUMEHMMO K CKaHMPOBAHUAM MO
3anpocy/no pacnmcaHuto
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Symantec Protection Center — Dachboard — Windows Internet Explorer — IEllil

@\’“ - Ig‘ http:/#10.10.205.21:9090/ partal/ Dashboard jepfpid=0 W 4[| X Iﬁ Google Jelks
| File Edit Miew Favorites Tools  Help
¢ Favorites @ Symantec Protection Genter - Dashboard | | J i v B - ) @ - Page~ Safety Took~ @ ”
Connected To: [ 10.10.205.21 ] Logged in as: [ Administrator ] _Z

@ Symantec . ﬁ ij 5_§-F

— Protection Center | Dashboard | Reports i

Status Endpoint Security Web Gateway Critical System Protection IT Analytics Brightmail Gateway

Dashboard  Status

Bl Events Over Last 24 Hours ThreatCon

February 11, 2010 1:33:17
Status: GOOD

Symantec ThreatCon

Add a product to manage

Make ch i t
aice changes fo your user accoun The ThreatCon is at level 2. Microsoft has released 132

Security Bulletins and one Security Advisory for the
February 2010 patch release. This release has five
bulletins ranked 'Critical', eight ranked 'Important', and
one ranked 'Moderate’. These bulletins address
vulnerabilities in Windows, Office, and other Windows
components. Some of the vulnerabilities could allow an

Security Threat Report Updates

attacker to run arbitrary code remotely. We advise
customers to install the patches immediately. Microsoft
Security Bulletin Summary for February 2010

(http:/fwwaw. microsoft.com/technet/security/bulletin/ms10
There are 11 Symantec Security Response Centers -feb.msp)

in the US, Canada, Australia, India, China and
Ireland

Virus attackers targeting specific industries

This global map displays the number of firewall or IDS
events reported by the DespSight Global Sensor network /) Top Threats

during the last 24 h . Th ts ted t
Symantec gathers malicious code data from 130 uring the 1a= ours = SVEMLs are aggregated to

g give a continental view of Internet events.
million systems globally

- Generic W32.5ality Attack
Symantec deploys 6,000 managed security - W3z.Downadup.b

devices - Generic W3Z2.Imaut Attack

- Generic W32.Mabezat Attack
In 2008, the number of new malicicus code - Generic Zlob Trojan Attack
[, dLmeEn oo AR

Page generated: [ Tuesday, February 16, 2010 1:57:32 AM GMT ] ,symanloc. _I
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Endpoint
Protection
Web

Console

SEPM

e
Data Loss

Prevention
Console

Brightmail
Gateway
Console
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Protection Center 2.0
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( Protection Center v2

Cross Product Reports Cross Product

Single Sign On and Native Management

& Dashboards Console Access for select products

Automation

B ———————————— e ——

. Data Loss Control "
SSIM (Log Protection Prevention Endpoint

- Compliance
\ Manager) Suites Suite Management

—
3rd party /

Cloud Based
Products

Data Feeds

[ Deepsight ] Protection
Feeds
Center
Appliance
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Protection Center 2.0
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= User Interface Guidelines l\u lecon =

Symantec
Protection Center »
R T ———

e,

Ooowuu Bna u

ynpaBrneHune

Y # Edit L

Protection Summary
Security Risk: HIGH more detsils

@ Malware My Top Protection Alerts

XK

e G Risk Alert Status
Very High (DLP) Lost connection to server, security status unknown.

- g Assigned
n p03 paq H bl M p CETEED D Very High (SEP) Update AV .dat files on high risk endpoints.

Running

Si n g I e Si g n O n a ““ﬁsp.am - Hig'h . @ More Information S

e @ (Brightmail) A large amount of malicious incoming traffic has

0K

Py W
XXX ¥ g

been detected and been quarantined. Raising the security &) Recommendations
threat response level. Oo Create Ticket

@ Launch Tasks
Very High (SEP) Apply new QS patches to Finance endopoints Not Started
Very High (SEP) Turn on AV on non-compliant endpoints Not Started
Very High (SEP) Distribute agent to unmanaged endpoints Not Started

~._ show details »
Very High

e

Kpocc-
NpPoAyKTOBbIe

. Show details »

6 Data Loss Prevention

My Notifications @ My Open Tickets @mx
ok e Urgent In Queue Status Earliest Due Date

. show details p 2 a5 New 0 Days (Today)

19 253 In Progress -3 Days
6 Operational
Backup 2

OTYeThl,
Aawoopabl

P S

e :
Received Src Subject My Licenses

. show details »
08/23/2009 SEP Subject 01

| Expiring in 30 days: 100
08/21/2009 Subject 02 Expiring in 60 days: 45
n pOCTOTa 08/19/2009 Subject 03 Expired: 0
ynpaBJieHUsA

Protection Summary "

Alert Summary: X 3 z @ i age ed: [ Tuesday, March 6, 2007 1:37:02 am EST ] ‘ symantec
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& Symantec Protection Center - EndPoint Protection o = =)
OCHOBaH Ha @ Yet)-~ ‘ @ https://10.32.170.211:41443/protection_center/admin/administrator/view.do v ’ 5 [ X ‘ ' Live Search pel =
ncen eAOBaH nm 7% 4 | @ Symantec Protection Center - EndPoint Pro... 1 f2 v B - d= - |-»Page v () Tools v >

Connected To: [ Server XYZ ] | Logged inas: [User1]  About | Help | Logout

% : : Q

noBeaeHus
nonb3oBaTeneu

2 Status SO ; as Advanced Search ¥

A Licenses: Trial expires 09704709 View Details

Preferences | Security Response

View Details
Security Status: GOOD ThreatCon

Security Alerts

H o Bbl ﬁ CTa Hna pT Level 1: Normal
Symantec e

Latest Threats
Learn more about threat levels

Notifications: 14 New View Notifications
Endpoint Status Yiew Details Virus, Spyware and Risks Activity Summary
Last hour EJ Viruses Spyware and Risks
System Protection |
0 Cleaned / Blocked o 0
nMTUMN3INPOBAH M Upto-date 0
Deleted [t} a

I'IOA I'IpOVI3BO- B Out-of-date 0 5 5

Quarantined
Offline o
AMTen bHOCTb Suspicious o o
Disahled o
Newly Infected o u]
Total Endpoints 0
Still Infected o 0
Computers needing a restart: 1 -
& 9 Favorite Reports Edit
Eonee Definitions Symantec Endpoint Protection Daily Status
Latest from Symantec: MNov 24 2008 r3 Symantec Endpoint Protection Weekly Status

M HTe pa KTM B H bl ﬁ Latest on Manager: MNov 24 20083 Risks Per Hour

Alert Summary: X 3 A2 @0 §1 Page generated: [ Tuesday, August 24, 2009 1:37:02 am EST ] ‘ symantec
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@ spc_admin

= Connected to: JK-2K8CORE-1

ABTOMaTu4yeckoe

1| Symantec
Automated Tests

oGHapyxeHue

Ay Symantec
= Web Gateway

H
e
O

(5
Y
H

/

Pabota c
nverOLLMMUnUCAH
UHpaCTpPYyKTypamm

FTP Proxy Settings

® Do not use a proxy server

() Use HTTP settings

ueHTpanM3OBaHHoe () Use specified proxy settings
yn pa BﬂeHVIe Proxy server:
nonb3oBaTenavm Port:

User name:
Password:
Proxy type: USER user@host

Alert Summary: & 1

Symantec Endpoint Protection, Symantec Protection Center

L osettings (L

q

Dione
Symantec Web Gateway
1.0.2.0
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E Blocked Malware Details Time range: 4/1/2010 3:28PM - 4/8/2010 3:28 PM
n“ Haﬂ Last Run: 4/8/2010 3:28:53 PM view the last: (GO GEEDTE (G0daiEl eodavsl (Wsocevsl
n o KTa M Blocked Malware Details i
p f l Malware attacks and remediations, filtered with the following: !
!
¢ Source: Endpoint :
* Type: Adware )
e Action: All |
e Start Date: 4/1/2010 3:28:53 PM !
s End Date: 4/8/2010 3:28:53 PM i
|
Name Type Type Source Remediation Method Remediation Result Count !
B CTpoe H H ble Malware106 Adware Low Email Cleaned Prevented 5 !
o Malwarel2 Adware High Endpoint Cleaned Intrusion Not Biocked 14 !
ne M CTB MH Malwarel26 Adware Low Endpoint Quarantined Informational 15 |
Malware145 Adware Low Gateway None Intrusion Detected 7 |
Malware152 Adware Medium Emall Blocked Informational 9
Malwarel54 Adware Low Endpoint Quarantined Success Reboot Required 3
Malwarel57 Adware High Endpoint Quarantined Intrusion Not Blocked 1
Malwarel58 Adware Low Endpoint None Success Reboot Required 25
Malware162 Adware High Gateway Cleaned Prevented 11
Malware198 Adware Medium Endpoint Other Informational 24
Drill-Down :
- v
¥ Remediation Actions Malware Attack Rate (0-5%)
5%
] - Mail ‘E 4 - Mail
- Web g - Web Traffic
i & Endpoint 8 @ Endpaint
20,000 | ?g i
3
g -
Mo 3anpocy / no
- 0% —
1 7710 7
acnmmcaHuio — ’ '
Blocked Cleane: Quarantined Other
(37,594) (10,432) (5.083) (2,103)
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NoposputenbHoe
no

OT1yeTbl NO
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Suspected Malware Report

Last updated: 08/15/2009

<Insert Icons> . . .

Date range: 07/21/2008 - 08/15/2009

Suspected Malware - Trend

Status: Protected

Lorem ipsum dolor sit amet, consecte-
tur adipiscing elit. Integer lacinia leo
non magna luctus vehicula. Proin et
convallis nigl. Praesent fringilla ultrices
urna eget luctus. Sed malesuada
consequat pharetra. Ut mollis urna in
elit rhoncus vestibulum. Phasellus
blandit rhoncus vulputate,

Click Here for more information.
7iz1

L -

T T T T T T T T T T T

™
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>

Spam Detection

10k M Global B0

B M Local ]

§ 3

3 =

po] h=1

o

: g

w <

0 0
———— —— T T T
7421 8/15 7/21 8/15

. v . J

Web Traffic Analysis

Viral Emails

20 10
2 g
& i
T
° £
g w
B —
g
= 5
0 0
_—TTTTTT T ———T—TTT—T 7T
7/21 8/15 7721 8/15
. v . J

Honeypot Activities
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YnpaBneHue
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Dashboard N

* New - '1 Permissions

E

\e Print ko) Exportto - Q) Refresh ./ Edit -

) Malware
=), Content Filkering

ABTO M H aTM3 M po- = Inbound and Outbound

=3 Anti-s pam

BaHHOe M pquoe ' Risk Detections Count

=l ‘e Antisparn Overall Surnmary

ynpaBrneHue :

Bad Reputation Surmmary

Good Reputation Surmmary

Threat Surnrmary

Message Types

KoHcTpykTO
pyKTOp

Wirus Summary

1 Detection Action Summary

pabouyero
npouecca

| Infected and At Risk Computers
T Risk Detections Count
1), DataLoss Prevention

), Backup

3 Operational
= yulner abilities Over view

T Outbreaks Overview

Symantec u
npoAayKTbl 3-X
CTOpPOH
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Fie Edt View Aligvment Plugins Help
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Model: Primary
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Create Atins Service
Desk ticket
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Y
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4

|2 Disgram | % Browser

Threat Summary

cﬂ Local intranet | Protected Mode: On
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