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NAHOWA®T YI'PO3 NOCTOAHHO MEHAETCA

C kaxxgbim rogom YI'PO3bl ctaHoBATCA Bonee n3owpeHHbIMU
n npogasnatoTca HALLE

RANSOMWARE

HACTIVISM

STATE SPONSORED
INDUSTRIAL ESPIONAGE
NEXT GEN APTS

(MASS APT TOOLS)
UTILIZING WEB
INFRASTRUCTURES (DWS)

ADWARE
AND
SPYWARE
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U apyrme HeNpUATHOCTM...

Hanpumep Takue, kak Cryptolocker nnun “SMS-Bupychbl’

¥ CryproLocker

Your personal files are encrypted!

Your important fies encryption produced on this comprter: photos, videos,
docurments, ete. Here i a compets Ist of sncrypted Bes, and you can personaly welfy
ths

Encryption was produced Lsing 3 unique putlc key RSA-2048 gorerated for ths
comeuter. To dearypt fles you noed to cbtan the private key.

The single copy 0f the prvata kay, which wit low you o decrypt the fiss, beated
on & sacTet seever on tha Intemet; the terver wil destroy the Lay after 3 tme
specified in ths window. After that, nobody and never will be able to restore fles

To obtain the privats key for this computer, which wil automatically decvpt fles, you
need to pay 300 USD / 300 EUR / drndar amount in anothee carency,
Clck sheut» 10 seiect the method of payment.

Any attempt to remove or damage this software will lead to the mmediate
will be destroyed on destruction of the private key by sesver
19,2013
6:09 PM

Tene left

71:59:33




YA3BMMOCTU HYNEeBOro AHA
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ctaHoBATcA OBbIJEHHOCTBLIO

ADOBE READER ....ccovviiiiiiiiiiiiiiinieens
MAC OSX ..o,
ANDROID....ccvvniriiiiiiiiiiiiicncciiee
FLASH ORJAVA.....cooiiiiiiiiie,
MICROSOFT WORD .......cccccerviiiiiiinnneee
WINDOWS....ooriiiiiiiiiiriccciccee
FIREFOX OR SAFARI

" ZER0-DAY EXPLOITS PRICE LIST

$5,000




B npownom nHpactTpykrypa Obina npotiue...
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HO UHOPACTYKTYPA PASUBAETCH
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KAK XE 3ALLIUTUTb TAKYIO UHOPACTPYKTYPY?
KAK YNPABNATb EU?

@ IPs

Ry
@ URLF

@ App Control
@ Anti-virus

N
@ Firewall

@ DDoS
@ Mobile Security

|
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HEOBXOAMMDI



e gre

HY>XHA BE3OINACHOCTb

MOLYJIbHAA
TMBKAA
HAOEXHO SALLULLAIOLLIAA!!!
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[lpeacrtaBnaem

SOFTWARE - DEFINED PROTECTION

CoBpemMeHHas apxutektypa T 6esonacHocTu
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SOFTWARE - DEFINED PROTECTION

YPOBEHb YINMPABINEHWUA
NHTerpmnpyet 6e3onacHoCcTb
B BM3Hec-npouecc

YPOBEHb KOHTPONA
[NocTaBnseT oOHOBEeHUd
B pearibHOM BPEMEHMU

YPOBEHb NMPUMEHEHWUA
[MpoBepseT Tpaduk 1 3alunLaeT
onpeaeneHHble CerMeHThI
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ENFORCEMENT LAYER
YpoBeHb [IPUMEHEHWA nonutuk

HALEXHO n BbICTPO ygosnetsopsiet

noTpebHocTn TpeboBaTenbHbIX T ceTen.

N
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ENFORCEMENT LAYER

AHanus Tpaduka n npuMeHeHne MexaHM3MoB 3aLLUUThI

CLOUD SECURITY

MOBILE SECURITY

NETWORK SECURITY GATEWAY

ENDPOINT SECURITY
VIRTUAL SYSTEMS
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3ALLNUTA NEPUMETPA - XOPOLLEE PELLUEHMUE...
Ona npoctenwen UHhPACTPYKTYPbI C SIBHbIMU rPpaHUuL,aMu.

S



L Gheck Point

HO KAK 3ALUULLATDb

NMPU OTCYTCTBUU TPAHULL?
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CEMMEHTALIMA — HOBbIA MEPUMETP

B coBpeMEHHbIX CeTaAX HET eAMHOro nepmmMeTpa.
CmapTdoHbl, obnaka, nepemMelleHmne gaHHbIX

MeXxay pa3HbiIM CETAMM...

-2
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METOOOJIOIMUA CEFMETALUUN

Ba3oBble cermeHTbl
3ﬂeMeHTbI CO CXOXXNMMWU NOJTNTUKaMM
n XapaKTepI/ICTI/IKaMI/I 3alnTbl

pynnunpoBKa cermeHTOB
[pynnupoBka cErMeHToB Ans
MOZYNbHOM 3aWmThI

KoHconunpauus
3awmiaeT B3anmMoaencTBme U noTokM AaHHbIX

Mexay cermeHTamu

JloBepeHHbIe KaHarnbl
Mexay dpusnyeckumm n BupTyasibHbIM1U KOMNOHEHTaMMU,

ceTsaMMU, Wn3amMm, paboynmMm cTaHLNAMM
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CErMEHTALUA CETW

Web USERS CRM R&D SOC Finance
Servers PCs/LAPTOPS Serss SRR anie Servers
Ba3oBble cermeHTbl
= [

[ -

Public Internal Internal Sensitive Departmental Departmental
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YPOBEHb KOHTPOJIA

dopmMunpyOT NporpaMMHo-onpeaensieMble MeXaHN3Mbl 3aLLNUTbI
N NPUMEHSIIOT K COOTBETCTBYIOLLMM CUCTEMaM 0e30MacHOCTH

-2
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YPOBEHb KOHTPO/JIA

dopmMupyeT MexaHn3Mbl 3aLLNUTbI
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KOHTPOJb OOCTYNA U 3ALLUNTA OAHHbIX

KoHTponupyeT B3anmogenuctene
MeXxay nonb3oBartensmu,
NPUIIOXXEHNSMIN, CepBEpPaMMN. ..

3awmaeT gaHHble
npu nepegade n XxpaHeHnn
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NEXT GENERATION FIREWALL

KoHTponupyeTt B3anmMmogencTeme Mmexay
NMonb3oBatensamu, Pecypcamu, flaHHbIMuU 1 NMpunoxeHnsamm




BONbLWMVHCTBO KOMNAHUA UCNONb3YIOT

N OHU HEMJIOXO CIMNPABIAKOTCA...
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KAK OBCTOAT AENA C 3ALLUTON OT
Mnoxux NAPHEWN?
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Yrro3bl, KOTOPbIE HYXXHO MNPEAOTBPALLATbL

U3BecTHas yrposa HeunsBecTHas yrposa
He3BecTHasa 3awumTa HeunsBectHas 3awmTa

Mbl 3Haem Yrposbl, 0 KOTOPbIX Yrpo3bl, 0 KOTOPbIX
00 3TMX yrpo3ax u Mbl 3HaeMm, HO Mbl JaXe
yMeeM 3allimaTbeo HE yMeeEM 3allnlaTbCA HEe noao3peBaem

IPS
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TAK UTO XXE OEUCTBUTEJIbHO HY)XXHO?
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THREAT PREVENTION

O6HOBMEHNEe MEXaHN3MOB 3aLUNT B pearnbHOM BPEMEHH

LLleCTBYIOLLME
aHN3MOB
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THREAT INTELLIGENCE

NHdopmaunsa cobupaetca n npeobpasyerca
B MEXaHW3Mbl 3aLLNTbI B pearibHOM BPEMEHMU

Threat Intelligence

Security Analysts Malware Research

External Internal '
Sources Sources '

CERTs Sandboxing

Security Community Security Events Analysis

Big Data
Analysis

Threat Context &
Indicators Metadata

Security Protections
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YPOBEHb YNPABJIEHUA

OdpekTUBHOE N NMPO3padHOEe ynpasrieHne npoleccamm 6e3onacHOCTH

N
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MANAGEMENT LAYER

[MpuHocuT apxmntekTypy SDP B XXWU3Hb,
06beanHsasa 6esonacHoOCTb N BU3HeC-NpoLECCHI

MoaynbHOCTb ABTOMaTn3auus
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MoaoynbHOCTb

BecnpeueneHTHasa rmbKkocTs € NONUTUKAMU YPOBHEWN

MoaynbHOCTb ynpaBneHus
obecne4ymBaeT rmMdOKOCTb B
ynpasneHnnm n KOHTpone
Ka)KOoro cermeHTa

Cerperauus NOfIHOMO4YMi
YpPOBHU NONUTUK

©2014 Check Point Software Technologies Ltd. 35
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ABTOMATU3ALNA

OTtkpbIThie MHTEepthenckl obneryarT CBA3b C BU3Hec-nNpoueccamm

Open API

Web services

©2014 Check Point Software Technologies Ltd. 36
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CUHEPI A SDP n SDN

[laHHble nepenarTca Mexay ceTeBbIMU y3namm
nop ynpaeneHuem nporpammupyemoro SDN KOHTponep#

PacwupeHHas apxuTekTypa,
obecneyuBarLwas 6e30NacHOCTb
npu nepepaye aaHHbIX B SDN ceTax

[yTn nepenavn gaHHbIX NpPOrpamMmMmpyroTCS,
YTOObI NPOXOAUTL Yepes LW3bl 6esonacHocTn SDP
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OB30OPHOCTDb

NMoHnmaHue cutyaumm mn peakumsda Ha MTHUNOEHTDhI

CobupaeTt nHdpopmauuto
CO BCEX LUS030B

[lokasbiBaeT CUTyaLNIo B LIENOM,
TeHOeHUuun

dopmMunpyeT HoBblE
MEeXaHU3Mbl 3aLUTbI



Check Point

SOFTWARE TECHNOLOGIES LTD.

UTOI'N
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@
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SOFTWARE - DEFINED PROTECTION

MODULAR AND DYNAMIC SECURITY
ARCHITECTURE

FAST AND RELIABLE ENFORCEMENT WITH
REAL-TIME INTELLIGENCE

TODAY’S SECURITY ARCHITECTURE FOR
TOMORROW'’S THREATS
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CHECK POINT
SOFTWARE - DEFINED PROTECTION

Check Point Next Generation Security
Management

Next Generation Firewall, Threat Prevention,
ThreatCloud™

Network, Host, Mobile, Cloud
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We Secure the Internet.




